EAST Search History 



Ref 

# 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Time Stamp 


LI 


0 


"Encryption system resists 
differential power analysis attacks" 


USPAT 


OR 


ON 


2007/08/09 17:00 


L2 


1 


"Encryption system resists 


US-PGPUB; 

USPAT- 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/08/09 17:11 


L3 


1 


"6937727".pn. 


USPAT 


OR 


ON 


2007/08/09 17:10 


L4 


2 


"6937727".pn. 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 17:10 


L5 


2 


"20040047466" 


US-PGPUB; 

USPAT 1 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/08/09 17:11 


L6 


2 


"7194090".pn. 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 17:12 


L7 


2 


"20020191784" 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2007/08/09 17:12 


L8 


2 


"20010053220" 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2007/08/09 17:14 
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L9 


3 


"20020027987" 


US-PGPUB; 

1 IQDAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 17:20 


SI 


0 


(10/749412).CCLS. 


US-PGPUB; 

USPAT; 

USOCR; 

DERWENT; 

IBM_TDB 


OR 


OFF 


2007/07/22 06:05 


S2 


0 


(10/749412).CCLS. 


US-PGPUB; 

1 IQDAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTJB 


OR 


OFF 


2007/07/22 06:05 


S3 


0 


(10/749412).CCLS. 


US-PGPUB; 

1 ICDAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


OFF 


2007/07/22 06:05 


S4 


1 


10/749412 


US-PGPUB; 

USPAT; 

USOCR; 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/07/22 06:22 


S5 


1335 


380/28.ccls. 


US-PGPUB; 

USPAT; 

USOCR; 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/07/22 06:23 


S6 


0 


ochi-ryp-$.in. 


US-PGPUB; 

USPAT; 

USOCR; 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/07/22 06:23 


S7 


0 


ochi-ryo-$.in. 


US-PGPUB; 

1 ICDAX- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/22 06:24 
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S8 


11522 


ochi-$.in. 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/22 06:24 


S9 


28 


ochi-$.in. AND ryo 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/22 06:27 


S10 


1 


kusakabe-susumu-$.in. 


US-PGPUB; 

1 IQPAT- 
UOrn 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/22 06:27 


Sll 


3420 


kusakabe-$.in. 


US-PGPUB; 
1 I^PAT- 

Ujrn i f 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/22 06:27 


S12 


300 


kusakabe-$.in. AND susumu 


US-PGPUB; 

1 1CDAT- 
UDrn 1 i 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2007/07/26 10:10 


S13 


161 


encryption SAME (power near 
analysis; 


US-PGPUB; 

UorA 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2007/07/22 07:18 


S14 


2 


M 6970561".pn. 


US-PGPUB; 

I |CDA"T« 
UbrA 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/22 07:22 
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S15 


2 


"6658569".pn. 


US-PGPUB; 

USPAT' 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/07/22 07:25 


S16 


2 


"7050581".pn. 


US-PGPUB; 

USPAT- 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/07/22 07:25 


S21 


105 


encryption WITH (power near2 

ana k/cic^ 


US-PGPUB; 

USPAT- 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/07/26 10:25 


S22 


8 


S21 and 713/189.ccls. 


US-PGPUB; 

USPAT- 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/07/26 10:18 


S23 


170 


encryption SAME (power near2 
anaiysisj 


US-PGPUB; 

1 I^PAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/26 10:26 


S25 


2061 


(380/28-29 OR 380/37).ccls. 


US-PGPUB; 
i iqpAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/26 10:29 


S26 


3876 


(380/28-29 OR 380/37 OR 

71 7/1 Q1\ rr\c 


US-PGPUB; 

1 l<JPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2007/07/26 10:30 
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S27 


12400 


(380/28-30 OR 380/37 380/45-46 

OoU/Zol UK JOU/^// UK OOU/ZDy 

OR 713/193 OR 713/189-191 
713/300 OR 713/330 OR 726/26). 
eels. 


US-PGPUB; 

1 IQDAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/26 10:45 


S28 


376 

• 


original near encryption 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/26 10:46 


S30 


11 


divid$4 with encryption NEAR3 
sequence 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 06:26 


S40 


1 


10/749412 AND "dummy encryption 
process" 


US-PGPUB; 

1 ICDAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 12:33 


S41 


61 


divid$4 with encryption with group 


US-PGPUB; 

1 l^PAT- 
U3rn 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 09:49 


S43 


27 


mix$4 with encryption with 
sequence 


US-PGPUB; 

1 ICDAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 16:23 


S44 


1 


S41 and S43 


US-PGPUB; 

1 ICDAT. 

U5PAT; 
USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2007/07/30 09:45 
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S45 


35 


encryption near process$4 near 

com innrD 

sequence 


US-PGPUB; 

1 ICIPAT* 

UDrn i i 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 10:31 


S46 


2 


(encryption near process$4 near 

ceni ionro\ CAMP nntA/or 

sequence ) dmi v ic puwer 


US-PGPUB; 

UJrn 1 f 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 09:50 


S47 


0 


"09749142" 


US-PGPUB; 

1 I^PAT- 
UOrn 1 1 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 10:31 


S48 


0 


"09/749142" 


US-PGPUB; 

1 I^PAT- 
UOrn 1 / 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 10:31 


S49 


48 


S near box with (round adj 
runcuon; 


US-PGPUB; 

1 KPAT- 
U3rn 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 10:58 


S50 


1 


10/749412 AND (plurality NEAR2 
group) 


US-PGPUB; 

1 ICDAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 12:36 


S51 


1 


10/749412 AND (plurality NEAR2 
"encryption") 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/07/30 13:04 
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S52 


2 


"6327661".pn. 


US-PGPUB; 

USPAT- 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/07/30 13:28 


S53 


151 


mix$4 NEAR2 encryption 


US-PGPUB; 
USPAT" 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/30 13:33 


S54 


3 


mix$4 NEAR2 encryption with 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2007/07/30 13:29 


S55 


12400 


(380/28-30 OR 380/37 380/45-46 
180/781 OR 180/277 OR "380/259 

OR 713/193 OR 713/189-191 
713/300 OR 713/330 OR 726/26). 
CCls. 


US-PGPUB; 

USPAT 1 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/07/30 13:33 


S56 


41 


S53 AND S55 


US-PGPUB; 

1 KPAT" 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/30 15:00 


S57 


36 


mix$4 ADJ encryption 


US-PGPUB; 
1 I^PAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/30 15:03 


S58 


21 


mix$4 ADJ encryption and sequence 


US-PGPUB; 

1 IQDAT' 
UOrn 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2007/07/30 15:04 
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S59 


1 


mix$4 ADJ encryption with 

con i lonro 


US-PGPUB; 

1 I^PAT- 

USOCR; 
FPRS; 

EPO; JPO; . 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 15:05 


S60 


388 


(mix$4 combin$4 merg$4)ADJ 
criLiypLiuri 


US-PGPUB; 

1 I^PAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 15:08 


S61 


11 


(mix$4 combin$4 merg$4)ADJ 

criLrypuuii wiui bcijucrnc 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 15:08 


S63 


276 


S60 AND @ay<="2003" 


US-PGPUB; 
l I^PAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 15:09 


S64 


387 


S60 AND @ay<="20030108" 


US-PGPUB; 

1 IQDAT* 
UDrM 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 15:09 


S65 


226 


S60 AND @ad<="20030108" 


US-PGPUB; 

1 IQPAT" 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/07/30 15:10 


S66 


0 


S60 AND @ad<="20030108" with 
sequence 


US-PGPUB; 

U5PAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/07/30 15:10 
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S67 


0 


S60 AND @ad<="20030108" SAME 

cam lanra 

sequence 


US-PGPUB; 

UDrn 1 ; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/30 15:10 


S68 


145 


S60 AND @ad<="20030108" AND 

bCtjUCI ICC 


US-PGPUB; 
1 I^PAT- 

u Jr n 1 1 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/30 15:10 


S69 


229 


encryption WITH ("power analysis" 

"DA" "CD A" "cimnlo no\A/or analvcic" 
KM DrM Simple power dildiyblb 

"DPA" "differential power analysis") 


US-PGPUB; 

1 IQPAT' 
UDrn 1 / 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/30 15:55 


S70 


229 


encryption WITH ("power analysis" 

"DA" "CDA" "cimnlo nnuicr anak/cic" 

km ortt simple power analysis 
"DPA" "differential power analysis") 


US-PGPUB; 

1 IQDAT- 
Ujrn 1 f 

USOCR; 
FPRS; 

FPfV IPO- 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/07/30 15:55 


S71 


'o 


("2007/0140478").URPN. 


USPAT 


OR 


ON 


2007/07/30 15:56 


S72 


0 


("2007/0139194").URPN. 


USPAT 


OR 


ON 


2007/07/30 15:56 


S73 


0 


("2006/0056622").URPN. 


USPAT 


OR 


ON 


2007/07/30 16:03 


S74 


0 


("2004/0096059").URPN. 


USPAT 


OR 


ON 


2007/07/30 16:23 


S75 


381 


(mix$4 stir$4 combin$4) ADJ 
encryption 


US-PGPUB; 

1 ICDAT* 
UorM 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/07/30 16:24 


S76 


12 


(mix$4 stir$4 combin$4) ADJ 
encryption witn sequence 


US-PGPUB; 

1 ICDAT- 
UDrn 1 / 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2007/07/30 16:24 
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S77 


2 


"7146499".pn. 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 

• 


ON 


2007/08/02 15:13 


S78 


1 


"7146499".pn. AND ("fake" OR 

"rliimmv"'* WTTH data 
vjuiiiiiiy j vviiii uaia 


US-PGPUB; 

USPAT- 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/02 15:17 


S79 


939 


cipher NEAR algorithm 


US-PGPUB; 
USPAT 1 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/02 15:29 


S81 


989 


(380/27 280/28 380/29).ccls. 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/02 15:21 


S83 


365 


(cipher NEAR algorithm) with 

cf iLrypuuii 


US-PGPUB; 
USPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/02 15:25 


S84 


9 


(cipher NEAR algorithm) with 

ci iiwi ypuui I Willi IUUMU 


US-PGPUB; 

USPAT 1 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/05 08:18 


S86 


26 


(cipher NEAR algorithm) WITH 
round 


US-PGPUB; 

1 ISPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/02 15:30 
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S88 


9 


(cipher NEAR algorithm) WITH 
round with pnrrvntion 

IUUIIU Willi d Id J \J\,\\J\\ 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/02 15:31 


S90 


2797 


block NEAR cipher 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/05 08:18 


S94 


47 


(block NEAR cipher) WITH round 
WITH enervation 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/05 08:43 


S98 


89 


(divid$4 WITH (encrypt$4 WITH 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/05 09:11 


S99 


89 


((divid$4 or seperat$4) WITH 
fpnrrvnH;4 WITH "^pnupnrp"^ 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/05 09:11 


SIO 
n 


15 


(encrypt$4 WITH "sequence") WITh 
T'Dluralitv" OR "manv" OR 

t LsiuiciiJiy wi\ iiiciiiy wi\ 

"several") WITH group 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/05 09:40 


SIO 

1 
1 


4 


S99 and S100 


US-PGPUB; 
U^PAT' 

UJrn i f 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2007/08/05 11:13 
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SIO 

Z 


1 


encryption with sequnce 


US-PGPUB; 

1 IQPAT 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 09:18 


SIO 


3667 


encryption with sequence 


US-PGPUB; 

1 IQPAT- 
UOrM 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 09:18 


SIO 


989 


(380/27 280/28 380/29).ccls. 


US-PGPUB; 

1 KPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 09:18 


SIO 

c 
D 


66 


S103 and S104 


US-PGPUB; 

1 IQDAT' 
UOrM 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 09:19 


SIO 

O 


61 


S105 AND @ad< ="20030108" 


US-PGPUB; 

1 IQPAT« 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 09:19 


SIO 

-7 

7 


68 


(encrypt$4 WITH "sequence") WITh 
( plurality uk many uk 
"several") WITH (group or UNIT) 


US-PGPUB; 

1 IQDAT' 
UOrM 1 / 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 09:43 


SIO 
8 


9 


S99 and (encrypt$4 WITH 
sequence ) wi i n ( plurality uk 
"many" OR "several") WITH (group 
or UNIT) 


US-PGPUB; 

1 IQDAT* 
UOrM 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2007/08/05 09:47 
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SIO 

Q 


1 


S99 and (encrypt$4 WITH 

"ovmonre 1 ^ WITH ^"Hiimmu" DR 
&ci]UcrK,c ) vvi i n ^ uumiiiy \jt\ 

"fake" OR "false") with data) 


US-PGPUB; 

1 J^PAT" 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR • 


ON 


2007/08/05 09:50 


Sll 

n 
u 


2 


S99 and (encrypt$4 WITH 

"cpm ipnrp"^ WTTH ff'Hnmmv" OR 

"fake" OR "false") with encryption) 


US-PGPUB; 
U^PAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/05 10:00 


Sll 

1 
1 


2 


"20010046296" 


US-PGPUB; 

\JOrn 1 / 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/05 10:04 


Sll 

Z 


74 


"DES" WITH (dummy OR dummies) 

\A/TTH Haf-a 
VVI 1 n (Jala 


US-PGPUB; 

1 I^PAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/05 10:18 


Sll 
o 


553 


"DES" WITH (dummy OR dummies) 


US-PGPUB; 

1 IQPAT* 
UDrn 1 / 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/05 10:18 


Sll 

A 

4 


42 


"DES" WITH (dummy OR dummies) 
wiui opciauon 


US-PGPUB; 

1 I^PAT" 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/05 10:29 


Sll 

c 

o 


47 


"DES" WITH ("dummy" OR 
Dummies uk raKe uk rasie ) wicn 
(operation or calculation) 


US-PGPUB; 

1 ICDAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/05 10:25 
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S13 

i 
i 


7677920 


"DES" "block cipher" 


US-PGPUB; 
USPAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 11:29 


S13 

C 


6827 


("DES" "block cipher") WITH round 


US-PGPUB; 

l ISPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 11:29 


S13 


196 


("DES" "block cipher") WITH round 

\A/it"h funr+inn 
Willi IUMLUUII 


US-PGPUB; 
USPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2007/08/05 11:29 


S13 


42 


("DES" "block cipher") WITH round 

wiiri runciion wnn cn-LryjJiiun 


US-PGPUB; 

1 ISPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 11:30 


S13 

C 

D 


2 


"5168521".pn. 


US-PGPUB; 

1 ISPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/05 11:30 


S13 
b 


2 


"5168521".pn. 


US-PGPUB; 

1 ISPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/08 15:36 


S13 
7 


1 


10/885148 


US-PGPUB; 

1 ICDATt 

UbrA 1 ; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/08 15:36 


S13 
8 


0 


("2005/0055596").URPN. 


USPAT 


OR 


ON 


2007/08/08 16:06 
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S13 
9 


606 


dummy NEAR3 processing 


USPAT 


OR 


ON 


2007/08/08 16:06 


S14 

n 
u 


2 


dummy NEAR3 processing with 

encryption 


USPAT 


OR 


ON 


2007/08/08 16:08 


S14 

1 
1 


119 


encryption SAME dummy 


USPAT 


OR 


ON 


2007/08/08 16:08 


S14 

2 


0 


encryption SAME dummy with 
round 


USPAT 


OR 


ON 


2007/08/08 16:08 


S14 
3 


0 


encryption SAME dummy same 
round 


USPAT 


OR 


ON 


2007/08/08 16:09 


S14 
4 


1042 


block near cipher 


USPAT 


OR 


ON 


2007/08/08 16:09 


S14 
5 


476 


(block near cipher) with encryption 


USPAT 


OR 


ON 


2007/08/08 16:56 


S14 
8 


704 


round near function 


USPAT 


OR 


ON 


2007/08/08 16:10 


S14 
9 


45 


S145 and S148 


USPAT 


OR 


ON 


2007/08/08 16:11 


S15 
1 


2 


S145 and S148 and dummy 


USPAT 


OR 


ON 


2007/08/08 16:25 


S15 
2 


0 


"200502273631" 


USPAT 


OR 


ON 


2007/08/08 16:25 


S15 
3 


0 


"20050273631" 


USPAT 


OR 


ON 


2007/08/08 16:26 


S15 
4 


0 


"20050273631" 


USPAT 


OR 


ON 


2007/08/08 16:29 


S15 
5 


1 


"7194090".pn. 


USPAT 


OR 


ON 


2007/08/08 17:30 


S15 
6 


1 


"6061449 ".pn. 


USPAT 


OR 


ON 


2007/08/08 16:39 


S15 
7 


0 


"20060140401" 


USPAT 


OR 


ON 


2007/08/08 16:39 


S15 
8 


0 


"System and method for protecting 
computer software from a white 
box attack" 


USPAT 


OR 


ON 


2007/08/08 16:40 


S15 
9 


0 


"computer software from a white 
box attack" 


USPAT 


OR 


ON 


2007/08/08 16:40 


S16 
0 


6 


"white box attack" 


US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 


OR 


ON 


2007/08/08 16:40 
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S16 
1 


11 


(block near cipher) with encryption 
with round 


USPAT 


OR 


ON 


2007/08/08 17:16 


S16 


2 


"20050213756" 


US-PGPUB; 

1 ISPAT- 
UJrn i f 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/08 17:10 


S16 


2 


"20030223580" 


US-PGPUB; 

USPAT" 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM TDB 


OR 


ON 


2007/08/08 17:10 


S16 

4 


0 


(block near cipher) with encryption 

with rlnmmv 

Willi UUIIIIIIY 


USPAT 


OR 


ON 


2007/08/08 17:16 


S16 
5 


1 


(block near cipher) with encryption 
same dummy 


USPAT 


OR 


ON 


2007/08/08 17:17 


S16 
6 


1 


(block near cipher) same encryption 
same dummy 


USPAT 


OR 


ON 


2007/08/08 17:17 


S16 

7 
/ 


8 


(block near cipher) same encryption 

do] i ic uui i ii i ly 


US-PGPUB; 
USPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/08 17:25 


S16 

Q 
O 


9 


(block near cipher) same encryption 

carviA Mnmm\/ f^f fatso /*> r Ico i 

same ^uurnrny or icmc ur idibcj 


US-PGPUB; 

1 ISPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/08 17:45 


S16 
q 


0 


"7194090".pn. AND (dummy WITH 
"block ciDher"1 


USPAT 


OR 


ON 


2007/08/08 17:30 


S17 
0 


1 


"7194090".pn. AND (dummy) 


USPAT 


OR 


ON 


2007/08/08 17:45 


S17 
1 


0 


"7194090".pn. AND (dummy WITH 
round) 


USPAT 


OR 


ON 


2007/08/08 17:45 


S17 


9 


(block near cipher) same dummy 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2007/08/09 06:23 
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S17 

5 


0 


(S$box near2 excryption) 


US-PGPUB; 

1 ICDAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 06:23 


S17 

A 

n 


0 


(S-box near2 excryption) 


US-PGPUB; 

1 IQDAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 06:23 


S17 

5 


53 


(S-box near2 encryption) 


US-PGPUB; 

UorA 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


OR 


ON 


2007/08/09 06:23 


S17 

O 


4 


(S-box near2 encryption) with 
cipner 


US-PGPUB; 

1 ICDAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 06:27 


S17 

"7 

7 


2 


"6295606".pn. 


US-PGPUB; 

i ICDAT - - 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 06:28 


S17 

o 

8 


1 


"20070140478" 


US-PGPUB; 

1 ICDAT- 

UbrA 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 06:36 


S17 
9 


0 


ierative-block 


US-PGPUB; 

1 ICDAT* 

UbrA 1 ; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBM.TDB 


OR 


ON 


2007/08/09 06:36 
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S18 

n 
U 


5 


iterative-block 


US-PGPUB; 

1 ICp AT. 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 06:39 


S18 

1 
X 


4265546 


round near S174 function 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 06:39 


S18 
z 


2291 


round near2 function 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 08:32 


S18 

•3 


57 


(round near2 function) near5 cipher 


US-PGPUB; 

1 I^PAT- 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2007/08/09 06:41 


S18 
4 


0 


("2004/0008841").URPN. 


USPAT 


OR 


ON 


2007/08/09 06:42 


S18 

C 

D 


96 


(round near2 function) WITH cipher 


US-PGPUB; 

UOrM 1 f 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 08:33 


S18 

0 


357 


round WITH cipher 


US-PGPUB; 

1 IQDAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 08:34 


S18 

7 


110 


round WITH cipher with encryption 


US-PGPUB; 

1 ICDAT« 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 08:40 
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S18 

Q 
O 


992 


(380/27 280/28 380/29).ccls. 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 08:34 


S18 

Q 


11 


S188 and S187 


US-PGPUB; 

1 I^PAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 08:37 


S19 

1 
1 


2349 


triple NEAR DES 


US-PGPUB; 

1 KPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 09:32 


S19 

L 


40 


S188 AND S191 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 09:32 


S19 

5 


1 


"20040193898" AND random 


US-PGPUB; 

1 ICDAT- 
UJrn 1 / 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 10:00 


S19 
*\ 


964494 


"AES" 


US-PGPUB; 

1 IQDAT- 
UjrM 1 f 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 11:20 


S19 
5 


325 


"AES" AND Rijndael 


US-PGPUB; 

1 ICDAT* 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 11:19 
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S19 

O 


8 


S195 and S188 


US-PGPUB; 

1 J CD AT. 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 11:19 


S19 

7 


964557 


"AES" or "Advanced encryption 


US-PGPUB; 

USPAT 1 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

IBMJTDB 


OR 


ON 


2007/08/09 11:20 


S19 

o 
0 


5893 


("AES" or "Advanced encryption 

Ct-anHarrl 1 ^ WTTH miv<fc4 
DLdnudru ) vvi i n iiiiA.|>*t 


US-PGPUB; 

1 I^PAT- 
Ujrn 1 1 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 11:22 


S19 

Q 


21 


("AES" or "Advanced encryption 

CH»nrlarrl n, \ WTTH miY<fc4 uvirh 
oidiiuciiu ) vvi i n iiiiA^)^ wilii 

encryption 


US-PGPUB; 

1 I^PAT- 

Ujrn i j 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 11:21 


S20 

U 


9422 


("AES" or "Advanced encryption 

Qt-anrlarH'^ WTTH ^miv<t4 OR 

otaNUdru ) vvi i n ^rnix^*t \jt\ 

compound$4) 


US-PGPUB; 

1 KPAT- 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 11:23 


S20 

1 


42 


("AES" or "Advanced encryption 
btanaara ) wi i n ^mix^t uk 
compound$4) same encryption 


US-PGPUB; 

1 IQDAT' 
UOrn 1 , 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


OR 


ON 


2007/08/09 11:32 


S20 

2 


21 


("AES" or "Advanced encryption 
btanaara ) wi i n ^mix$4 uk 
compound$4) WITH encryption 


US-PGPUB; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 13:11 
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S20 
3 


174 


("AES" or "Advanced encryption 
Standard ; with (mix$4 OR 
compound$4) WITH (encryption 
sequence column) 


US-PGPUB; 

1 ICDATi 

UbPAT; 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 13:12 


S20 
4 


21 


("AES" or "Advanced encryption 
btanuara ) Wl I n (mix?'* UK 
compound$4) WITH (encryption 
sequence column) with encryption 


US-PGPUB; 

1 ICDAT» 

USOCR; 
FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2007/08/09 13:12 


S20 
5 


2 


"7236593".pn. 


US-PGPUB; 

USPAT; 

USOCR; 

CDDC ■ 

EPO; JPO; 
DERWENT; 

TDM THR 


OR 


ON 


2007/08/09 13:40 


S20 
6 


0 


("7236593").URPN. 


USPAT 


OR 


ON 


2007/08/09 13:44 


S20 
8 


1 


"6937727".pn. and mix$ 


USPAT 


OR 


ON 


2007/08/09 17:00 
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patent 



Download 
PDF 
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Abstract | Drawing | 
Description | Claims 

Abstract 

A scrambling method 
(510) divides a set of 
data (200) into a first 
portion and a second 
portion. A first 
scrambling method is 
performed on the first 
portion of the set of 
data to create a 
scrambled first portion 
of the data. The 
second portion of the 
set of data is modified 
with the scrambled first 
portion of the set of 
data to create a 
modified second 
portion of the set of 
data. A second 
scrambling method is 
performed on the 
modified second 
portion of the set of 
data to create a 
scrambled second 
portion of the set of 
data. The scrambled 
first portion of the set 
of data is modified with 
the scrambled second 
portion of the set of 
data to create a 
scrambled set of data 
(220). A descrambling 
method (520) reverses 
the scrambling method 
(510) to create a 
descrambed set of 
data (200). 



Patent number: 

7099469 

Filing date: Oct 17, 

2001 

Issue date: Aug 29, 
2006 

Inventors: Douglas A. 
Kuhlman, Thomas S. 



Claims 

What is claimed is: 

1. A scrambling method for use in a communication 
system, the method comprising the steps of: 

dividing a set of data into a first portion and a 
second portion; 

performing a first scrambling method on the first 
portion of the set of data to create a scrambled 
first portion of the data; 

modifying the second portion of the set of data 
with the scrambled first portion of the set of data 
to create a modified second portion of the set of 
data; 

performing a second scrambling method on the 
modified second portion of the set of data to 
create a scrambled second portion of the set of 
data; and 

modifying the scrambled first portion of the set of 
data with the scrambled second portion of the set 
of data to create a scrambled set of data, wherein 
the scrambled set of data is stored in a source 
device and wherein the first and second 
scrambling methods recursively execute the 
above steps until the portion of the set of data to 
be scrambled reaches a predetermined length. 

2. The scrambling method of claim 1 wherein the 
predetermined length is one byte. 

3. The scrambling method of claim 1 further 
comprising the step of performing a predetermined 
function on the set of data once the portion of the 
set of data to be scrambled reaches the 
predetermined length. 

4. The scrambling method of claim 3 wherein the 
predetermined function is an invertible function. 

5. The scrambling method of claim 4 wherein the 
invertible function is a lookup function. 

6. The scrambling method of claim 1 wherein the 
steps of modifying are invertible. 

7. The scrambling method of claim 1 wherein the 
steps of modifying are selected from a group 
consisting of: exclusive-or, modular addition, and 
modular subtraction. 

8. The scrambling method of claim 1 further 
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